Assertion 10 - Digital and data compliance
To warrant a positive response to this assertion, the authority needs to have taken the following actions:  
1.47  Email management - every authority must have a generic email account hosted on an authority owned domain, for example clerk@abcparishcouncil.gov.uk or clerk@abcparishcouncil.org.uk rather than abcparishclerk@gmail.com or abcparishclerk@outlook.com. 
Compliance:  All Amble Town Council staff have generic .gov.uk email addresses; townclerk@amble.gov.uk; admin@amble.gov.uk; ask@amble.gov.uk 
All Amble Town Councillors have .gov.uk email addresses.  Amble Town Council has a service level agreement with Northumberland County Council for the provision of all IT support including email addresses.
1.48 All smaller authorities (excluding parish meetings) must meet legal requirements for all existing websites regardless of what domain is being used. 
Amble Town Councils website is hosted externally by Team Valley Web.
1.49 All websites must meet the Web Content Accessibility Guidelines 2.2 AA and the Public Sector Bodies (Websites and Mobile Applications) (No. 2) Accessibility Regulations 2018.  
Team Valley Web conducted an accessibility assessment of amble.gov.uk in December 2025 and confirmed that it met the required Web Content Accessibility Guidelines 2.2AA and Public Sector Bodies (websites and mobile applications)(No.2) Accessibility Regulations 2018 – see attached report.
1.50 All websites must include published documentation as specified in the Freedom of Information Act 2000 and the Transparency code for smaller authorities (where applicable).   
Amble Town Council can confirm that it publishes the following information as part of its publication scheme:
· Councillors names and contact details
· Location and contact detail of staff
· Meeting timetable
· Committee membership and Terms of Reference
· Scheme of Delegation
· Staffing Structure
· Record of decisions via published minutes of meetings
· Minutes and Agendas
· Budget Summary and Precept Information
· Financial position
· Organisational Structure, Location and Contact Information
· Services, Policies and Procedures Information
· Asset Register
· Annual Audited Accounts and AGAR
· All Receipts and Payments 
· Financial Regulations 
· Statement of Internal Control and Financial Risk Assessment
· Standing Orders 
· Grants given
· Data Protection Policy and Data Audit Working Document
· General Privacy Notice
· Internal Privacy Notice
· Document Retention Schedule
· Contact details consent form
· Publication Scheme ICO
· Code of Conduct
· Complaint Procedure
· IT Policy
· Register of Members Interests
· Fees and Charges
In line with the Transparency Code Amble Town Council confirms that the following information is published:
· all items of expenditure above £100
· end of year accounts 
· annual governance statement 
· internal audit report 
· list of councillor or member responsibilities 
· the details of public land and building assets  
· Minutes, agendas and meeting papers of formal meetings 
1.51 All smaller authorities, including parish meetings, must follow both the General Data Protection Regulation (GDPR) 2016 and the Data Protection Act (DPA) 2018
Amble Town Council is committed to ensuring Data Protection legislation is followed.  All staff have completed GDPR training.  The Data Audit is a working document and to be read in conjunction with the document retention schedule.  The Town Council also has a Data Protection Risk Assessment reviewed annually.  A data protection road map has been developed in line with NALC and SLCC guidance.
1.52   All smaller authorities, including parish meetings, must process personal data with care and in line with the principles of data protection.
Amble Town Council is committed to handling all data with care.  All data held is to be held with for a specific purpose and then destroyed once no longer required (if applicable) document retention schedule to be considered prior to destroying data.
1.53 The DPA 2018 supplements the GDPR and classifies a parish council as both a Data Controller and a Data Processor.
Amble Town Council is both the Data Controller and Data Processor. 
 1.54 All smaller authorities (excluding parish meetings) must also have an IT policy. This explains how everyone - clerks, members and other staff - should conduct authority business in a secure and legal way when using IT equipment and software. This relates to the use of authority-owned and personal equipment.
Amble Town Council has adopted the NALC Model IT Policy.  All members have had sight of this policy.  All Amble Town Council computerware is provided by Northumberland County Council.  Northumberland County Council provides an important level of security across all Amble Town Council computers and Member tablets.  
The computer systems prevent installation on devices and computers without providing specific admin credentials obtained from Northumberland County Council.
The Council has Defender for Office 365 P1 licences that include Anti-phishing, Anti-spam, Malware detection, Link and attachment protection and Ransomware protection.

There are role-based admin accounts on the tenant license and there is an Admin account (NCC_CloudAdmin) for Amble Town Council PCs

Automatic security updates are installed. 

Northumberland County Council we rely on MS’s default and inbuilt backup and high-availability for back up.
 
DMARC is configured on all email accounts. DMARC is an email security standard that lets domain owners tell receiving mail servers how to handle messages that fail authentication, helping prevent spoofing and phishing.


